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11 PURPOSE

Purpose for defining this policy includes:

* Identify, Categorize and classify Assets
* To educate users about the importance of protecting assets

" To identify procedures that shal] be in place to protect the conﬁdentiality, integrity and
availability of the organization Information
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This policy applies to:

information assets from unauthorized access, generation, modification, disclosure, transmission
or destruction. In order to ensure the security, reliability, integrity, and availability of
Information, appropriate asset handling scheme for labels shall be adopted by SUNRISE GILTS &

® Any asset acquisition o disposition should be performed only based on approvals from

Technology Committee and Designated Officer

and maintained by Technology Committee.

e The inventory of assets shall minimum have the following details:

o Assetld - Unique id for tracking the asset
O Asset Name and Description
O Asset Location

© Nominated Owner & Custodian of the asset
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0 AssetValye (High, Medium and Low)

i.31 It ASSETS OWNERSHIP e

The asset owner shall:

* Ensure that assets are appropriately classified (High, Medium or Low on basis of
Confidentiality, Integrity and Availability) and protected,
® Define and periodically review access restrictions and classifications to important

assets, considering, applicable access control policies,
* The asset owner shall be responsible for approving access and the level of access

bermitted for information assets under his/her ownership.

1.3.2  IT ASSETS GROUPING

following asset types:

* IT Infrastructure Assets - Network devices, security devices, Servers, server racks,
backup media, printers, biometric devices, desktops, laptops etc,
* Software Assets - Business applications, Operating systems, database, executable files,

etc.
® Electronic Information Assets - Internet links, MPLS links, E-mails, Contracts,

Agreements, etc. in electronic format.

respective department heads.

1.3.3. I INFORMATION ASSETS CLASSIFICATION

imited
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Classification Description
Level

Restricted

Examples include Statutorily protected and sensitive information and information sych
as customer forms, Strategic plans/ financja information, Merger and Acquisition
information ang investigation Téports and findings,

Confidentia]

Internal

transport,

newsletters, interna] phone directories, inter-office memoranda, non-person
identifiable information, Organization policies and procedures,

e Al information, data, documents shall be clearly labelled so that all the users are aware

of the ownership and classification of the information,
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1.3.5 IT ASSET INSPECTION, ACCEPTANCE, DISTRIBUTION g INSTALLATIONS

ech Support,
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® Tech Support shall inspect and test assets for performance and capability prior to
acceptance.

ﬁ\_\\h_____ ...........................................................................
1.3.6 IT ASSET RECORDS RETENTION & STATUS VERIFICATION

® Records are information Created, received, and maintained as evidence and information
by an organization Or person in pursuance of legal obligation/standard requirement or

in the transaction of business.




